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Company Facts — warp it AG

warp it AG was founded in 2000 as a consulting company for
Aerospace and Defense

Over 15 years of experience in logistic processes

Specialist in ATA SPEC2000 and ASD S2000M specifications
consulting chapter 1-4 as well as other chapters
co-operation with ATA working groups
ATA e-Business Forum participation

Specializing in e-Business processes in A&D
Specializing in integration of SPEC2000 into SAP ERP landscape
SAP certified Partner ,Powered by Netweaver® since 2005
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Agenda — eCERT for SAP ERP

Industry Background
Advantages of electronic ARC
Industry standards

Product overview

General Architecture

Inbound + Outbound process

Certificate Cockpit
Live Demo
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Industry background

ARC (Authorized Release Certificates), also known as Airworthiness
Approval Tags are implemented and required by the Airline industry for
the following reasons:

Used by the manufacturer for conformity determination
Prevent unapproved parts being used
ldentify parts and assure traceability

Currently implemented using paper forms!

e-ARC is the electronic representation of authorized release
certificates.

Defined in ATA SPEC2000 chapter 16

warp 1T
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Industry standards

The ATA SPEC2000 has two relevant chapters
ATA Spec 2000, chapter 16 (Electronic Parts Certification Forms)

This standard represents e-ARC currently used by industry electronically. This
standard was introduced by ATA to cover electronic part certification for the airline
industry.

ATA Spec 42 (Aviation Industry Standards for Digital Information
Security)

The ATA standard for digital security utilizing PKI (Public Key Infrastructure) for
determining the currency and validity of the message sender’s digital certificate.

Both standards are XML based
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Advantages of electronic ARC

Implementing e-ARC using IT technologies offers numerous
advantages:

Higher reliability
Security
Authenticity

Data consistency
Cost reduction

warp 1T
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Product Overview

Data and interface functionality and eCERT cockpit integrated in
SAP ERP

User does not have to change tools and system
Standard SAP ERP functionalities can be used

Integration in SAP modules SD, MM, QM

Sales Order, Outbound Delivery, Transportation,
Purchase Order, Inbound Delivery

Customizing

Can store certificates for each SAP document object (deliveries, inspection
lots,...)

Incoming and outgoing certificates can be stored and viewed

warp 1T
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Product Overview

Digital signature validation performed with SAP SSF functionality
(SSF: Secure Store & Forward)

SAPSECULIB and STRUST store

Support 3rd Party products

Hardware or Software certificates

SAP authorization concept
To identify logged in ERP user

Rule based workflow ensures compliance with regulations
User must review the form before signing

war IT
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General Architecture

The eCERT solution contains these main modules

Outbound modules for e.g. suppliers
(SAP QA-IDOC, XML conversion and preparation, process integration)

Inbound modules for e.g. airlines
(XML conversion, process integration, SAP QA-IDOC)

eCERT Cockpit

warp 1T

© 2017 warp it AG Page 11




‘ General Architecture

/ SAP ERP
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'Outbound process

= The SAP SD module is customized to create the part certification during
delivery or shipment

]
/] SAPERP
eCERT Outbound modules J /
IDOC \7
Interface Sign
(QALITYO02) . signed
Conversion | XML | Electronic el XML
to XML | Validation A Sleleiie Table —
(X509, Storage
XMLDSIG)
|
Document Store il v (Unsigned) |]
Smartform XSLT |
eCERT (XML to (XML to |
App+ - O - . | S S S S S S e . . — — PDF) u— m— HTML) — l
cockpit
PDF ArchiveLink
XML and HTML
ArchiveLink
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‘ Inbound process

= The SAP MM module is customized to link the part certification into the
purchase order and inbound delivery

SAP ERP

eCERT Inbound modules

eCERT
App +
cockpit

IDOC
) Interface
signed CCERT Verify (QALITYO02)
XML || Electronic R XML _| Conversion
T Table q SlelEe g Validation g to IDOC
Storage (X509,
XMLDSIG)
|
I Document Store § v (Unsigned)
| Smartform XSLT
| (XML to (XML to
______ = 7 PDF) m HTML) . - T T
1 PDF
ArchivelLink
XML
and HTML
ArchivelLink
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eCER'T cockpit

Main transaction

SAP ERP

eCERT cockpit

Transactions Tables
Certificate details
eCERT (date, time, user,...)
list B

Certificate data

XML messages
eCERT ATA _Partcertificate+Infoset
display

References Previous
certificates

war IT
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eCERT App

Mobile App for real paperless process
More mobility for QA user

More mobile support for external services
Check online at container

Sign online at container prIT—

{ Selection Parameters Certificate List

mpany Code:

Certificate Tracking Number Pa... ni

No data

warp 1T
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eCERT App

eCERTA

list

eCERTA

eCERT .
Solution VPN
+ —
cockpit
SAP HANA Cloud + Portal
eCERT App
< HANA Cloud Connector > list | display | sign
SAP ERP

war IT
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Live Demo

SAP business documents and trigger from
Shipment

Business partner 0000001321 warp it AG
Material P-103 Purnp PRECISION 103
=2 (@S
Document 2 Quantity  Unit
+ (-] =p Standard Order D000013975 / 10 08.06,2017 1 PC
* [=) Delivery 0080016251 08.06.2017 1 PC
+ B shiprment mnt[éi\ 1 08.06.2017
] Shipment 0000001344
Cutput
S... DQut.., Description Mediurn F... Partner
COO@ZPCF  Out. Part Cert. E L "jﬁP 1310

war IT
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Live Demo

SAP IDOC with extensions

IDoc display
* [ IDoc 000000000095 7793
- [ control Rec.
* | Data records
- [ E1EDKO3 010
- 2 e1eDK0Z 001
B E1e0K02 018
B e1enkoz 012
2 EiEDKDZ 07
B E1EDKOZ 020
2 E18DRM1 AG
- [2) E18DRM1 LF
- [ E18DRM1 WE
- [2) E18DRM1 ZBU
+ 3 E1ADRM1 250
+ [ E18DRM1 ZWE
v [2) E1EDLIN
v [ Status records

© 2017 warp it AG

Total number: 0003E

Seqgrment 000001
Segrment Q00002
Segrment 000003
Segrment 000004
Segment 000005
Segrment 000006
Segrnent 000007
Segrnent 000002
Segrnent 000009
segrent 000010
Segrnent 000011
Segment 000012
Segment 000013

Technical shart info

Direction 1| Ciutbos
Current status 03 CO@

Basic type QALITYOZ

Exterisian /WARFIT/QALITY0Z
Message type ZPCF

Fartrier Mo. 1310 '

Partn. Type KU

Port SZFKEPCF |

Content of selected segrment

Fld name
NULLF
BELRE.
POSHR
DATUM

Page 19

Fld cont.
0749 b
oooooDo1344
oooo
20170613
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Live Demo

eCERT COCKPIT

ECERT Certificate Cockpit

& [&]F)E)EEL) (=% (B 2 .JEE 5

EiExpnrt Cartificatas ][ﬂ Delete Certificates ][_l'__'I Link Inbound ]

Current Message/Cert.

[Ep TOM “ Type Supplier Custormer | Custo |CPO
INBTEST151022-000007 1 SPLTS S2KCI 4500017334
WMID20170421-115213 [ SPLTS 1321 S2KCI 4500017334
WMIDZ0170421-124519 [ SPLTS 1321 SEKCI 4500017334
WMT il I SPLTS 1321 S2KCI 4500017334
WMTD201 70421-1 25736 I SPLTS 1321 S2KCI 4500017334
WMTD20170421-195941 [ SPLTS 1321 S2KCI 4500017334
WMTD20170421-130114 [ SPLTS 1321 S2KCI 4500017334
WMTD20170421-130443 [ SPLT S2KCI 4500017334
WMTD20170421-130531 [ S2HCI 4500017334
WMTDZ0170421-144859 | S2KCI 4500017334
WMTD201 70<21-150809 I S2RCl 4500017334
WMTD201 70421-153747 I S2KCl 4500017334
WMTD20170421-162301 | S2KCI 4500017334
WMTD20170608-111448 P~ SPLTS 1321 S2KCI  CPO2706081

© 2017 warp it AG Page 20

Shiprnent M |Parthurmber

1207
1307
1307
1307
1307
1307
1307
1307
1207
1307
1307
1307
1307
1344
L

P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103

103

-

Serial nurmber
SER12345

SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
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Live Demo

Manual search

search

Certificate List R

Company Code; ~ | Search

Certificate Tracking Number
Sales Organization:

Material:

Barcode search

Type of certificate:

Barcode Start Search

warp 1T
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Live Demo

select

© 2017 warp it AG

{ Selection Parameters

Company Code:

-

Sales Organization:

Material:

Type of certificate:

Barcode

Certificate List

85 wemer MAGERL v

CLIRT

~ | 0608

®

By none

Certificate Tracking Number P...
WMTD20170609-153139
WMTD20170608-111448
WMTD20170608-111448

WMTD20151102-140608

Page 22
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Live Demo

verify

and sign

© 2017 warp it AG

{ Selection Parameters

Company Code:

1000

Sales Organization:

1000

Plant:

1000

Material:

P-103

Date:

Jun 9, 2017

Type of certificate:

signed certificates

Unsigned Certificate

WMTD20170609-153139

SPLTS

ing C

Luftfahrt-Bundesamt/GE

4. Organization Name and Address
SPLTS

Test Issuer

Blubb

Munich

81541

DE

6. Item

Start Search
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Live Demo

signed

© 2017 warp it AG

{ Selection Parameters

Company Code:

1000

Sales Organization:

1000

Plant:

1000

Material:

P-103

Date:

Jun 9, 2017

Type of certificate:

signed certificates

Signed Certificate

WMTD20170609-153139

SPLTS

LApproving C

Luftfahrt-Bundesamt/GE

4. Organization Name and Addresz

SPLTS

Test Issuer
Blubb
Munich
81541

DE

6. Item

Barcode Start Search

Page 24
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Live Demo

eCERT COCKPIT step 1

ECERT Certificate Cockpit

E

SIEYEEE R -RETD

EiExpnrt Certificates [ﬂ' Delete Certificates ][_l'__'I Link Inbound ]

Current Message/Cert.

TDN * Type Supplier
MBTEST1S10ZC-00000F I SPLTS
WMID20170421-115213 1 SPLTS
WMID20170421-124519 1 SPLTS
WMT 21-1 I SPLTS
WMTD201 /0421-1257.36 I SPLTS
WMTD20170421-125941 I SPLTS
WMTD20170423-130114 1 SPLTS
WMTD20170423-130443 T SPLTS
WMID20170421-130531 1 SPLTS
WMID20170421-144850 1 SPLTS
WMTD201 70421-150809 I SPLTS
WMTD20170421-153747 I SPLTS
WMTD20170421-162301 I SPLTS
WHMTD=0170608-111448 P SPLTS

© 2017 warp it AG

Custorner

1221
1321
1321
1321
1321
1321
1321
1221
1321
1321
1321
1321
1321

Custo

SR
Sl
S2KCI
S2KCI
Sl
g2kl
S2KCI
ST
S2KCI
Skl
Sl
S2rCT
2L
S2KCI

e R & m |

Po
4300017334

4300017324
4500017324
4500017334

4500017334

4300017324
4300017334
4300017334
4300017324
4500017324
4500017334

4300017334
4500017334
CPC2706081

Page 25

Shiprnent M |Parthurmber

1207
1307
1307
1307
1307
1307
1307
1307
1207
1307
1307
1307
1307
1344
L

P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103
P-103

103

-

Serial nurmber
SER12345

SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
SER12345
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Live Demo

eCERT DISPLAY

ECERT Detaif screen

& cign Document R Link Previous  (SpSign and Export Dowrload Certificate. S Print Certificate

* O Part
B 02-1114

onponent Authority/ Country 2.

AUTHORISED RELEASE
CERTIFICATE

EASA FORM 1

3 Form Tracking Mumber

WMTD20170608-111445

4. Organisation Name and Address

SPLTS
Test Issuer

4P|Hhh

&, Work Order/ContractInvoice

Customer: SEKCI

Order: CPOZ706081
Ship Advice: 0000001 J4d
Worl Order PRy

<7uml version="1.0" encoding="utf-38" 7>
- «ATA_PartCertificationForm version="1.00" id="ID3">
- <Block2>
<CET FVI="ISSUE WM">EASA Form 1</CET>
</Block2>
- <Block3s
ZTDON>WMTD20170608-111448=/TDMN>=
< /Rlnrk3=

© 2017 warp it AG Page 26
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Live Demo

Sign and Send

A"

EEIQH Diocurment \\Lrlk PrevioLs ®5igr‘| and Export . Download Certificate Q Print Cartificate

= (O PartCertificate
- [B WMTD20170609-1553

1. Approving Conponent Authority/Country 2.
bunf BundesntGE AUTHORISEIL
CERTIFI
EASA FC

4. Organisation Name and Address

SPLTS
Test Issuer

war IT
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Live Demo

eCERT COCKPIT step 2

ECERT Certificate Cockpit

S (&)F)6) 58 (2% ) (S E . () (]
[EiExpnrt Cartificates ,[ﬁ' Delete Certificatas ][El Link Inbouind ]

Current Message/Cert.

[Ep TON ® Type Supplier Custormer  (Custo [CPO Partriumber Serial numbier
WMIDZ20170608-111448 1 SPLTS 1321 SoKCI  CPO2706021 P-103 SER12345
WMTDZ0LA0e00-153139 | SPLTS 1221 S2KCI  CPOZF0e021 P-103 SER12245
WMTDZ01A0609-154838 | SPLTS 1321 SEKCT  CRPOZ706021 P-103 SER 12345
IWMTDH]I?UEID?—IEEB:}T ;'I SPLTS 1321 S2kCI  CPOZ706051 P-103 SER 12345

war IT
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Live Demo

eCERT DISPLAY step 2

 ECERT Detasil screen

[BEnport certificate [HDownload Certificate D Frint Certificate Ry Link Inbound

* A Informationset
WTDZ201706803-1553

1.Approving Coxponent Authority/Couniry 2.

L BundesantGE AUTHORISED
CERTIFIC

EASA FORI

4. Organisation Name and Address

SPLTS
Test Issuer

F||1|'~.h

<7aml version="1,0" encoding="UTF-8" 7>
- <ATA_Infarmationset version="1.02" d="ID3"=
- «PartCertificationDataz=
- wCurrentCertificates
- <ATA_PartCertificationForm id="ID3" version="1.00"=

Page 29
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Example — ATA_InformationSet

<?xml version="1.0" encoding="utf-8"?> <Block5>
<ATA_InformationSet xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" <CIC>string</CIC>

xsi:noNamespaceSchemalocation="file:///D:/\Warp/Produkte/Part%20Certification/A <CPO>string</CPO>
TA/FIatSchemalATA_PartCertificationForm_I_:Iat.xsd" version="7283,00" id="ID" <PSN>string</PSN>
xmlns:N1=‘.‘http:.//WWW.W3.org/2000/09/xmIdS|g#"> <WON>string</WON>
<PanCen|f|cat!9nData> <MRN>string</MRN>
<CurrentCert|f|c§t§> . . _ <BOX>string</BOX>
<ATA_PartCertificationForm version="968,00" id="ID"> <CTN>string</CTN>
<Block2> . </Block5>
<CET FVI="string">JAA Form One</CET> <Block6>
</Block2> <LIN>string</LIN>
<Block3> . </Block6>
<TDN>string</TDN> <Block7>
</Block3> <PDT>string</PDT>
<Block4> . </Block7>
<|ssuerDet-a|I> <Block8>
<SPL>str|n‘g</SPL> <MFR>string</MFR>
<WHO>st‘r|ng</\NHO> <PNR>string</PNR>
<ADL>st‘r|ng</ADL> <OPN>string</OPN>
<CIY>str-|ng</CIY> </Block8>
<ZIP>str|r?g</ZIP> <Block10>
<CNT>str-|ng</CNT> <QTY UNT="SF">7142</QTY>
<STP>str|hg</STP> </Block10>
<CEN>strlng</CEN> <Block11>
</IssuerDetail> - <UST>string</UST>
<RemotelssuerDetail> </Block11>
<SPL>string</SPL> <Block12>
<WHO>string</WHO> <PSC>TESTED</PSC>
<ADL>string</ADL> </Block12>

<CIlY>string</CIY>
<ZIP>string</ZIP>
<CNT>string</CNT>
<STP>string</STP>
<RCN>string</RCN>
</RemotelssuerDetail>
</Block4>

© 2017 warp it AG

</ATA_PartCertificationForm>
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Example - Signature

<N1:Signature Id="ID">
<N1:Signedinfo Id="ID">
<N1:CanonicalizationMethod Algorithm="http://www.mywebsite.com"/>
<N1:SignatureMethod Algorithm="http://www.mywebsite.com">
<HMACOutputLength>3818</HMACOutputLength>
</N1:SignatureMethod>
<N1:Reference Id="ID" URI="http://www.mywebsite.com" Type="http://www.mywebsite.com">
<N1:Transforms/>
<N1:DigestMethod Algorithm="http://www.mywebsite.com"/>
<N1:DigestValue>string</N1:DigestValue>
</N1:Reference>
</N1:Signedinfo>
<N1:SignatureValue |d="ID">string</N1:SignatureValue>
<N1:Keylnfo Id="ID">
<N1:KeyName>string</N1:KeyName>
</N1:Keylnfo>
<N1:Object Id="ID" MimeType="string" Encoding="http://www.mywebsite.com"/>
</N1:Signature>

war IT
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Q&A

Q&A
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Contact

Werner Magerl Peter Schéafer

Email: werner.magerl@warp-it.com Email: peter.schaefer@warp-it.com
Phone: +49 8635 69399 08 Phone: +49 8635 69399 07

Fax: +49 863569399 12 Fax: +49 863569399 12

warp IT AG
Ahornweg 5
84568 Pleiskirchen, Germany
www.warp-it.com

warp 17
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